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https://www.youtube.com/watch?v=V29eGDH-nM0



Cyber Risk is Business Risk
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Financial Threats – www.ic3.gov
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Money Mules
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Money Mules
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Unwitting or Unknowing
Individuals are unaware they are part of a larger scheme

- Often solicited via an online romance scheme or job offer
- Asked to use their established personal bank account or open a new account in their true name to receive money from 
someone they have never met in person
- May be told to keep a portion of the money they transferred
- Motivated by trust in the actual existence of their romance or job position

Witting
Individuals ignore obvious red flags or act willfully blind to their money movement activity

- May have been warned by bank employees they were involved with fraudulent activity
- Open accounts with multiple banks in their true name
- May have been unwitting at first but continue communication and participation
- Motivated by financial gain or an unwillingness to acknowledge their role

Complicit
Individuals are aware of their role and actively participate

- Serially open bank accounts to receive money from a variety of individuals/businesses for criminal reasons
- Advertise their services as a money mule, to include what actions they offer and at what prices. This may also include a 
review and/or rating by other criminal actors on the money mule’s speed and reliability.
- Travel, as directed, to different countries to open financial accounts or register companies
- Operate funnel accounts to receive fraud proceeds from multiple lower level money mules
- Recruit other money mules
- Motivated by financial gain or loyalty to a known criminal group
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Business Email Compromise (BEC)#DontBeAMule
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Working around Know-Your-Customer Requirements (~11 bank accounts, 7 banks, Shell Companies)
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https://www.justice.gov/usao-nj/pr/two-florida-men-charged-conspiring-launder-money-obtained-internet-enabled-scams
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Financial Threats – IC3 - $1 Billion in reported losses
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https://www.fbi.gov/contact-us/field-offices/houston/news/press-releases/1-billion-in-losses-reported-by-victims-of-romance-scams
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Financial Threats – FTC - $547 MILLION in reported losses

https://www.ftc.gov/news-events/blogs/data-spotlight/2022/02/reports-romance-scams-hit-record-highs-2021
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Pig Butchering
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https://twitter.com/AdvocatingforuC/status/1558524946841681920

https://twitter.com/AdvocatingforuC/status/1558524946841681920
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Pig Butchering
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https://krebsonsecurity.com/2022/07/massive-losses-define-epidemic-of-pig-butchering/
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13https://seekingalpha.com/article/4501191-russia-gold-standard-what-means-gold-bitcoin

Financial Threats/Opportunities - Crypto
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14www.justice.gov/opa/press-release/file/1470206

Financial Threats - Crypto
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North Korean Threats

https://www.cisa.gov/uscert/northkorea
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Ransomware Risk

https://www.fincen.gov/fincen-combats-ransomware
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Ransomware examples
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https://www.pcmag.com/news/russia-arrests-members-of-revil-ransomware-group-citing-us-request

Russia “Arrested” Revil Ransomware Gang: Just before Ukrainian invasion



.13

19

Financial Threats

https://www.nytimes.com/2022/02/15/world/europe/ukraine-cyberattack.html
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CCP Threats



.13

21

https://www.vice.com/en/article/akdzgp/the-goal-of-irans-fake-proud-boys-emails-was-chaos

Iranian/Election Threats  – “Proud Boys”
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Iranian Threats

https://www.nbcnewyork.com/investigations/man-carrying-loaded-ak-47-arrested-near-nyc-home-of-iranian-dissident-feds/3802308/
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Insider Threats
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Insider Threats
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Insider Threats/Emerging Threats
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Insider Threats/Emerging Threats
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Case studies
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Examples of Cybersecurity Incidents

Organization Breach

This involved multiple locations and devices to ensure all traces of 
the malware deployed were eradicated. This was conducted over a 
2-month period, 24 hours-a-day, and involved mobile devices, 
desktop computers, and laptops

Following a state-sponsored breach, we were appointed to conduct 
a full forensic clean-up following the investigation by firm

Ransomware

Developed ransomware tool – Radar – and delivered seven 
engagements. Radar was able to prevent and remediate 
ransomware infections

Multiple clients

Financial Institution Hack

Hackers gained access to the banks SWIFT system and transferred $170m 
from the Bank’s account in the US to accounts in Cambodia.
We conducted end-to-end incident response, identifying chain of 
events, conducting malware reverse engineering, working with law 
enforcement, and helping with remediation

One of the largest public sector banks in India

YAHOO!

We were brought in to provide technical counsel, perform complex 
investigations, and analyze harm related to plaintiffs
We provided expert testimony in the case

Search engine breach impacting 3 billion users

28
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Ransomware

Weak customer credentials led to a highly successful, laterally 
moving attack that was able to successfully encrypt servers in a 
matter of hours
We assembled a cross-segment team to deploy to the client site 
immediately, and successfully negotiated with the malicious actor 
to get the client back up and running

E-commerce billing and finance platform

Cyber Vulnerabilities Discovery

In connection with an unrelated internal investigation, we identified 
several cyber vulnerabilities, as well as employees engaged in 
suspicious activity
We prepared and presented a cybersecurity assessment and a 
remediation plan to the company’s CEO and Board of Directors, and 
identified two employees who were actively stealing trade secrets

Multi-billion dollar energy sector business

Cyber Breach Communications

After an earlier data breach, the agency discovered that additional 
consumers had some portion of their personally identifiable 
information stolen
We arranged an embargoed media story, media-trained a C-suite executive 
to prepare for background interviews, and developed communications 
materials for customers, policymakers, employees, and investors

Consumer credit reporting agency

Security Breach

A security breach resulted in an investigation by the Office of Civil 
Rights (OCR)
We were engaged to help manage breach communication and 
documentation and to develop a robust privacy and security 
program to protect against future compliance risk

Large healthcare entity

Examples of Cybersecurity Incidents



Fraud Protection = “Have a plan”
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“Cyber” is in Everything! Fraud can Effect Everyone!!

■ It is necessary to have a plan which includes input from multiple business segments
○ Your LEGAL Team is your friend!
○ COMMUNICATIONS TEAM (for Companies)
○ INFORMATION TECHNOLOGY/FORENSIC TEAM (Corporate/Best Buy)
○ Outside vendors/assistance (Friends and Family?)
○ Help educate each other – have these conversations with other co-workers and family 

members
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https://www.ncsc.gov.uk/section/information-for/individuals-families
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https://www.cisa.gov/publication/stopthinkconnect-older-american-resources



.13

BEC/ATO/Elder Fraud…

https://www.ic3.gov/
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If the Director of the FBI and the CIA can be targeted… 
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https://www.youtube.com/watch?v=BNlPQvdRf1E



Experts with Impact™

Todd Renner, Senior Managing Director
Todd.Renner@FTIConsulting.com
Mobile: +1 404.791.2881
LinkedIn: www.linkedin.com/in/todd-renner-fbi

mailto:Todd.Renner@FTIConsulting.com
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