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Money Mules

Unwitting or Unknowing
Individuals are unaware they are part of a larger scheme

- Often solicited via an online romance scheme or job offer

- Asked to use their established personal bank account or open a new account in their true name to receive money from
someone they have never met in person

- May be told to keep a portion of the money they transferred

- Motivated by trust in the actual existence of their romance or job position

Witting
Individuals ignore obvious red flags or act willfully blind to their money movement activity

- May have been warned by bank employees they were involved with fraudulent activity
- Open accounts with multiple banks in their true name

- May have been unwitting at first but continue communication and participation

- Motivated by financial gain or an unwillingness to acknowledge their role

Complicit
Individuals are aware of their role and actively participate

- Serially open bank accounts to receive money from a variety of individuals/businesses for criminal reasons

- Advertise their services as a money mule, to include what actions they offer and at what prices. This may also include a
review and/or rating by other criminal actors on the money mule’s speed and reliability.

- Travel, as directed, to different countries to open financial accounts or register companies

- Operate funnel accounts to receive fraud proceeds from multiple lower level money mules

- Recruit other money mules

- Motivated by financial gain or loyalty to a known criminal group
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Working around Know-Your-Customer Requirements (~11 bank accounts, 7 banks, Shell Companies)

https://www.justice.gov/usao-nj/pr/two-florida-men-charged-conspiring-launder-money-obtained-internet-enabled-scams

UNITED STATES DISTRICT COURT
DISTRICT OF NEW JERSEY

UNITED STATES OF AMERICA :  Hon. Leda D. Wettre

v. . Mag No. 22-13207

MARLIN PERRA, and . R
LESLIE LALLANDE ,

1, Heather Hendershot, being duly swo
correct to the best of my knowledge and belie

SEE ATTACHME

I further state that I am a Special Agent
Investigation, and that this complaint is base

SEE ATTACHME

continued on the attached pages and made a

He
Fe

¢. On or about February 18, 2020, Perra emailed “Nelson Nyarko”
with the subject “fidelity wire instructions,” in which Perra
admonished: “know [sic] more messing around, i dont want to see
medical bills, refrigerators, business help. it has to say cars, orn
automobiles, and no more putting me a he company on the edge,
because theres some cheap some of bitch, half asses it, there asses
are not on the line, but one more time of any crap, its al over..and i
mean it, you people can't play by the united states banking rules.
then go do something else[.|"

Based on my training and experience, | know that individuals who launder
money are often aware that banks routinely monitor wire transfers to
determine whether there is suspicious activity in an account that must be
reported to U.S, regulators. Based on my training and experience and my
familiarity with this investigation, I believe Perra’s email described in the
preceding subparagraph reflects that Perra knows that the individuals sending
money to his account are sending it for purposes other than investing in car
sales, and also knows that such transfers, if observed by a bank investigator,
will raise suspicion.
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Financial Threats — IC3 - S1 Billion in reported losses

https://www.fbi.gov/contact-us/field-offices/houston/news/press-releases/1-billion-in-losses-reported-by-victims-of-romance-scams



Financial Threats — FTC - S547 MILLION in reported losses

https://www.ftc.gov/news-events/blogs/data-spotlight/2022/02/reports-romance-scams-hit-record-highs-2021
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Pig Butchering
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https://twitter.com/AdvocatingforuC/status/1558524946841681920


https://twitter.com/AdvocatingforuC/status/1558524946841681920
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Pig Butchering
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https://krebsonsecurity.com/2022/07/massive-losses-define-epidemic-of-pig-butchering/



Financial Threats/Opportunities - Crypto

Russia's 'Gold Standard’': What
This Means For Gold And Bitcoin

Apr. 13, 2022 1146 AM ET SPDR Gold Trust ETF (GLD) ETC-USD 36 Comments 12 Likes

Summary

e Russia has tied the value of its gas to gold, but it is not operating a
gold standard.

e  This has helped support the ruble, and it has tremendous
consequences on the world.

e As the world becomes less dependent on the US dollar, Gold and
Bitcoin will take its place.

e | do much more than just articles at Technically Crypto: Members get
access to model portfolios, regular updates, a chat room, and more.
Learn More »

https://seekingalpha.com/article/4501191-russia-gold-standard-what-means-gold-bitcoin
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Financial Threats - Crypto

www.justice.gov/opa/press-release/file/1470206

NNNNNNNNNN

Self-proclaimed 'Crocodile of Wall
Street' and her husband are arrested
for 'laundering $4.5B in Bitcoin stolen
in 2016 Bitfinex exchange hack':
Authorities recover $3.6B after seizing
private keys to couple's digital wallets
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North Korean Threats

https://www.cisa.gov/uscert/northkorea
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Ransomware Risk

FinCEN analysis of ransomware-related SARs filed during the first half of 2021 indicates that
ransomware is an increasing threat to the U.S. financial sector, businesses, and the public. The
number of ransomware-related SARs filed monthly has grown rapidly, with 635 SARs filed and
458 transactions reported between 1 January 2021 and 30 June 2021 (“the review period”), up

30 percent from the total of 487 SARs filed for the entire 2020 calendar year.® The total value of
suspicious activity reported in ransomware-related SARs during the first six months of 2021 was
$590 million, which exceeds the value reported for the entirety of 2020 ($416 million).
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https://www.fincen.gov/fincen-combats-ransomware
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Ransomware examples
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Russia “Arrested” Revil Ransomware Gang: Just before Ukrainian invasion

https://www.pcmag.com/news/russia-arrests-members-of-revil-ransomware-group-citing-us-request
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https://www.nytimes.com/2022/02/15/world/europe/ukraine-cyberattack.html
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JUSTICE NEWS

Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE Monday, July 19, 2021

Four Chinese Nationals Working with the Ministry of State Security Charged with Global
Computer Intrusion Campaign Targeting Intellectual Property and Confidential Business
Information, Including Infectious Disease Research

Indictment Alleges Three Defendants Were Officers in the Hainan State Security Department (HSSD), a
provincial arm of China’s Ministry of State Security (MSS)

A federal grand jury in San Diego, California, returned an indictment in May charging four nationals and residents of the
People’s Republic of China with a campaign to hack into the computer systems of dozens of vietim companies, universities
and government entities in the United States and abroad between 2011 and 2018. The indictment, which was unsealed on
Friday, alleges that much of the conspiracy’s theft was focused on information that was of significant economic benefit to
China’s companies and commercial sectors, including information that would allow the circumvention of lengthy and
resource-intensive research and development processes. The defendants and their Hainan State Security Department
(HSSD) conspirators sought to obfuscate the Chinese government's role in such theft by establishing a front eompany,
Hainan Xiandun Technology Development Co., Lid. (=& {ll/&) (Hainan Xiandun), since disbanded, to operate out of
Haikou, Hainan Province.

The two-count indictment alleges that Ding Xiaovang (] B2fH), Cheng Qingmin (2 E) and Zhu Yunmin (5= 528%), were
HSSD officers responsible for coordinating, facilitating and managing computer hackers and linguists at Hainan Xiandun
and other MSS front companies to conduct hacking for the benefit of China and its state-owned and sponsored
instrumentalities. The indictment alleges that Wu Shurong (£i#15) was a computer hacker who, as part of his job duties at
Hainan Xiandun, created malware, hacked into computer svstems operated by foreign governments, companies and
universities, and supervised other Hainan Xiandun hackers.
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Iranian/Election Threats — “Proud Boys”
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https://www.vice.com/en/article/akdzgp/the-goal-of-irans-fake-proud-boys-emails-was-chaos



Iranian Threats

https://www.nbcnewyork.com/investigations/man-carrying-loaded-ak-47-arrested-near-nyc-home-of-iranian-dissident-feds/3802308/
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Insider Threats
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Insider Threats
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JUSTICE NEWS

Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE Thursday, November 21, 2019

Chinese National Who Worked at Monsanto Indicted on Economic Espionage Charges

Haitao Xiang, 42, formerly of Chesterfield, Missouri, was indicted today by a federal grand jurv on one count of conspiracy
to commit economic espionage, three counts of economic espionage, one count of conspiracy to commit theft of trade secrets
and three counts of theft of trade secrets.

According to the indictment, Xiang was emploved by Monsanto and its subsidiary, The Climate Corporation, from 2008 to
2017, where he worked as an imaging scientist. Monsanto and The Climate Corporation developed a digital, on-line farming
software platform that was used by farmers to collect, store, and visualize critical agricultural field data and increase and
improve agricultural productivity for farmers. A eritical component to the platform was a proprietary predictive algorithm
referred to as the Nutrient Optimizer. Monsanto and The Climate Corporation considered the Nutrient Optimizer a valuable
trade secret and their intellectual property.

“The indictment alleges another example of the Chinese government using Talent Plans to encourage emplovees to steal
intellectual property from their 17.5. employers,” said Assistant Attorney General for National Security John C. Demers.
“Xiang promoted himself to the Chinese government based on his experience at Monsanto. Within a vear of being selected
as a Talent Plan recruit, he quit his job, bought a one-way ticket to China, and was caught at the airport with a copy of the
company's proprietary algorithm before he could spirit it away.”

“The revolutionary technology at the core of this case represents both the best of American ingenuity and why the Chinese
government is so desperate to steal it for themselves,” said Assistant Director John Brown. “The FBI is committed to
working with a host of partners to stop individuals, like the defendant in this case, from engaging in economic espionage to
acquire information and technology for a foreign government that is either unable or unwilling to compete on a level plaving
field. Our country’s economic security is our national security, and the FBI will always do everything in our power to protect
it.”
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Insider Threats/Emerging Threats
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Insider Threats/Emerging Threats
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Examples of Cybersecurity Incidents

Organization Breach

Following a state-sponsored breach, we were appointed to conduct
a full forensic clean-up following the investigation by firm

This involved multiple locations and devices to ensure all traces of
the malware deployed were eradicated. This was conducted over a
2-month period, 24 hours-a-day, and involved mobile devices,
desktop computers, and laptops

Ransomware

Multiple clients

Developed ransomware tool — Radar — and delivered seven
engagements. Radar was able to prevent and remediate
ransomware infections

Il
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Financial Institution Hack

One of the largest public sector banks in India

Hackers gained access to the banks SWIFT system and transferred $170m
from the Bank’s account in the US to accounts in Cambodia.

We conducted end-to-end incident response, identifying chain of
events, conducting malware reverse engineering, working with law
enforcement, and helping with remediation

YAHOO!

Search engine breach impacting 3 billion users

We were brought in to provide technical counsel, perform complex
investigations, and analyze harm related to plaintiffs

We provided expert testimony in the case

28



Examples of Cybersecurity Incidents
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Ransomware
E-commerce billing and finance platform

Weak customer credentials led to a highly successful, laterally
moving attack that was able to successfully encrypt servers in a
matter of hours

We assembled a cross-segment team to deploy to the client site
immediately, and successfully negotiated with the malicious actor
to get the client back up and running

Cyber Vulnerabilities Discovery

Multi-billion dollar energy sector business

In connection with an unrelated internal investigation, we identified
several cyber vulnerabilities, as well as employees engaged in
suspicious activity

We prepared and presented a cybersecurity assessment and a
remediation plan to the company’s CEO and Board of Directors, and
identified two employees who were actively stealing trade secrets

b F..T. I" | CYBERSECURITY

Cyber Breach Communications
Consumer credit reporting agency

After an earlier data breach, the agency discovered that additional
consumers had some portion of their personally identifiable
information stolen

We arranged an embargoed media story, media-trained a C-suite executive
to prepare for background interviews, and developed communications
materials for customers, policymakers, employees, and investors

Security Breach

Large healthcare entity

A security breach resulted in an investigation by the Office of Civil
Rights (OCR)

We were engaged to help manage breach communication and
documentation and to develop a robust privacy and security
program to protect against future compliance risk

29
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“Cyber” is in Everything! Fraud can Effect Everyone!!

m It is necessary to have a plan which includes input from multiple business segments
O Your LEGAL Team is your friend!
O COMMUNICATIONS TEAM (for Companies)
O INFORMATION TECHNOLOGY/FORENSIC TEAM (Corporate/Best Buy)
O Outside vendors/assistance (Friends and Family?)

O Help educate each other — have these conversations with other co-workers and family
members

31
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https://www.ncsc.gov.uk/section/information-for/individuals-families
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https://www.cisa.gov/publication/stopthinkconnect-older-american-resources
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https://www.ic3.gov/
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If the Director of the FBI and the CIA can be targeted...
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https://www.youtube.com/watch?v=BNIPQvdRf1E
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Experts with Impact”

Todd Renner, Senior Managing Director
Todd.Renner@FTIConsulting.com
Mobile: +1 404.791.2881

LinkedlIn: www.linkedin.com/in/todd-renner-fbi
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